Arab Islamic Bank
Information Security Policy

Introduction

At Arab Islamic Bank, safeguarding information is fundamental to maintaining the trust of
our customers, partners, and employees. We are committed to protecting all information
assets—whether digital, physical, or intellectual property—against unauthorized access,
loss, or misuse.

This policy outlines our approach to information security and communicates our principles
to all stakeholders. It applies to every employee, contractor, vendor, and partner who
interacts with our systems and data.

Objectives

Our information security objectives are to:

- Protect the confidentiality, integrity, and availability of data.

- Ensure compliance with applicable laws, regulations, and industry standards.
- Promote a culture of security awareness among employees and stakeholders.
- Support business continuity and resilience against cyber threats.

Guiding Principles

Confidentiality: We restrict access to information based on business needs and enforce
strict controls to ensure sensitive data is accessible only to authorized individuals.

Integrity: We implement safeguards that prevent unauthorized alteration of information,
ensuring accuracy, consistency, and reliability of data.

Availability: We design systems and processes to ensure information and services
remain accessible and resilient, even during disruptions or cyber incidents.

Governance and Responsibilities

- Management Commitment: Senior management endorses and oversees the
information security program.

- Employee Responsibility: All staff must follow security policies, report incidents, and
handle data responsibly.

- Third-Party Responsibility: Vendors and partners must adhere to equivalent security
standards when handling our data.



Security Controls

Access Management:

- Access to systems and data is granted on the principle of least privilege.
- Multi-factor authentication (MFA) is required for critical systems.

- Accounts are monitored and reviewed regularly.

Data Protection:
- Sensitive data is encrypted in transit and at rest.
- Regular backups are performed and tested for recoverability.

Network and Systems Security:

- Firewalls, intrusion detection, and endpoint protection are in place to prevent and detect
threats.

- Systems are updated and patched regularly.

- Continuous monitoring is used to identify suspicious activity.

Incident Management:

- Security incidents must be reported immediately.

- A dedicated incident response team investigates and mitigates threats.
- Lessons learned are documented to strengthen defenses.

Training and Awareness

All employees receive ongoing security awareness training. This ensures that every
individual understands their role in protecting information and is able to recognize risks
such as phishing, social engineering, and insider threats.

Compliance and Review

We comply with international best practices and relevant standards such as ISO 27001,
PCI DSS, and SWIFT CSP where applicable.

This policy is reviewed annually and updated as needed to address new threats,
technologies, and regulatory requirements.

Commitment

Information security is a shared responsibility. By adhering to this policy, we collectively
safeguard our organization’s reputation, protect customer trust, and ensure the continuity
of our services.

For further information, please contact: aib@aib.ps



